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Introduction  

As the name suggests, democratic elections are a core part of any democratic system. These 

elections can range from small, local communities to the presidential elections held in the 

USA. Elections are seen as important because the result of these elections determines the 

future of those living wherever they are conducted. There are many rules and regulations 

around elections, especially the large important ones that hold a lot of weight. However, 

some people will benefit from one candidate winning the election and less if someone else 

were to win. Some of these people choose to interfere with elections in an attempt to 

manipulate the process or the results to increase the chances of getting an outcome they are 

content with. This is called election interference. There are many cases regarding election 

interference, especially foreign election interference. According to many experts, election 

interference is detrimental to any democracy as it takes away the fairness and genuinity of 

the elections, which is the entire point of them. An example of this is the People’s Republic 

of China (China) interfering with the Dominion of Canada’s (Canada) elections in 2021 

through disinformation campaigns in order to dissuade civilians to vote for the conservative 

party of Canada, because of the politician Kenny Chiu, who was a Chinese dissident and 

disagreed with China’s choices regarding the protests in Hong Kong. It is speculated that 

these campaigns have contributed to Kenny Chiu and his party’s loss in the 2021 elections. In 

this report, an overview of what election interference really is, by whom it is conducted, the 

types of interference, the dangers of interference, concerns and possible solutions will be 

presented.    
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Definition of Key Terms  

 

Election 

“The process of choosing a person or a group of people for a position, especially a 

political position, by voting” (Oxford Learner’s Dictionaries, n.d.) 

 

Election interference 

Election interference is an influence or intrusion on election proceedings, such as by 

manipulating voters or results. There are many different ways to interfere with an election, 

as such can be done both physically and digitally. Foreign election intervention refers to 

foreign governments attempting to influence an election through various means.   

 

NPOs and NGOs 

 NPO stands for nonprofit organisation. This is an organisation that is not based on 

earning a profit, but rather exists for the social collective and benefit for the people. NGO 

stands for non-governmental organisation, which as the name suggests, is an organisation 

which stands independent from the government. NGOs are usually also NPOs, but that is 

not necessarily the case.  

 

Democracy 

 “A system of government in which the people of a country can vote to elect their 

representatives” (Oxford Learner’s Dictionaries, n.d.) The core idea of democracy is to allow 

all citizens of a country to participate in the politics of their country. There are many 

different forms of citizen participation in politics, such as the tribune of the plebs during 

classical antiquity. What makes democracy special, however, is the participation of all 

citizens through means such as voting and elections. In the case of elections, all citizens of a 

country are eligible to vote for representatives who will represent the citizens in the 

government and politics.  

 

Democratic elections 
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 “Democratic elections means competitive, periodic, inclusive, regular elections in 

which persons to hold office at all levels of government are elected, through the secret 

ballot, by citizens who broadly enjoy fundamental human rights and freedoms.” (SADC 

PARLIAMENTARY FORUM, 2018) 

 

Voter turnout 

 “Voter turnout is a helpful statistic that indicates how engaged voters were in a 

particular 

election. Generally, this is understood as the percentage of voters who vote in a given 

election 

and is calculated by dividing the number of votes by the number of voters. However, 

calculating 

voter turnout is complex, and can vary based on how an eligible voter is defined and how 

they 

voted. Additionally, many factors impact voter turnout, including new election laws, the type 

of election (e.g., presidential or midterm), and the competitiveness of the race” (Matthew H. 

Frame, 2022) 

 

 

General Overview 

 

What is the definition of election interference? 

Many countries in the world have adopted a system in which elections take place at some 

point in time. An election is essentially a process in which various groups apply for a certain 

position and compete with one another to get the most votes. The group with the most 

votes receives the wanted position. In this case, elections decide the person, group or 

groups who will lead a country for a certain amount of time. Democracies are based on 

elections in which any and all citizens are permitted to vote, and each vote weighs the same. 

Without elections, the country no longer classifies as a democracy. It goes without saying 

that these elections are very important for a country and its citizens, as the result of the 

elections will determine the future of the country for the following years. Election 
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interference refers to the intrusion and disruption of electoral proceedings by various 

means, such as but not limited to: vote buying, disinformation, intimidation, violence and 

manipulation. This is usually done to manipulate the results of the election in order to get a 

result that suits the manipulator’s interests. A well-known form of election interference is 

foreign election intervention, which is a form of interference by a government of a country 

other than the one the election is being held in. Much research has been conducted on these 

interventions and they’re generally considered to be detrimental to the elections they were 

targeted at. However, less well-known are non-governmental interference in democratic 

elections. Non-governmental interference refers to any and all interference in elections by a 

person, group or organisation that is not associated with the government and acts 

independently from it. Examples of non-governmental entities could be a single person, an 

activist group, non-governmental organisations (NGOs) and more. An example of an NGO is 

Unicef. NGOs usually are focused on development aid, but they are not limited to that. 

 

Democratic elections and their workings 

As the name suggests, democratic elections are elections that take place in a democratic 

system in which the citizens of a community can choose and vote out of a selection of 

multiple candidates to take office in varying levels of government. There are varying criteria 

for what counts as a proper democratic election and what does not. Generally, any election-

based system provided for all citizens is considered a democracy, however, the presence of 

an election does not imply the presence of a healthy and well-functioning democracy. In the 

aforementioned definition, the elections must occur periodically, etc. and the voters must be 

able to exercise their human rights freely and vote anonymously. There are many aspects to 

creating a healthy democracy, which all start with how the elections take place. Genuine 

elections are necessary to achieve a healthy democracy, but what are the criteria for 

genuine elections? 

 

Criteria for elections 

First of all, there should be no discrimination present at any moment of the election, neither 

in voting procedures, voting ability or candidate ability. Every citizen bears the same rights 

regarding voting and each vote weighs equally. Every citizen should be provided with the 
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necessary means to vote, such as accessibility and education to make informed choices, 

which correlates with the freedom of the press. Besides that, every citizen is entitled to 

animosity during voting to ensure the choice of the voter cannot receive backlash for their 

vote by others. Every citizen is allowed to run for any position in their government as equally 

as the rest and must possess the ability to present their campaign properly. Furthermore, it 

is the job of the state to ensure that proper legislation is in place to ensure these things and 

to clearly establish the conditions for voting and applying as a candidate for election, 

thereby clearly stating exceptions and consequences based on the constitution of the 

country and international laws. These exceptions should only be permitted in the case it was 

stated in the law and there is a good reason as to why the person is deprived of their right, 

as any other right they possess. Secondly, every citizen is entitled to a jurisdiction that will 

properly review the situation and may overturn the decision made. Lastly, the state must do 

its best to prevent human rights violations in relation to the elections and if they do occur, 

fix them as soon as possible. In short, these are the criteria necessary for a healthy 

democracy. These criteria are generally upheld by the international community, such as 

NGOs, such as the IFES, or global organisations, such as the UN or any UN affiliated 

organisation who protect human rights.  

 

Dangers of interference 

Interference to elections, whether they are governmental or non-governmental, may have a 

significant effect on the results of the elections and therefore damage the integrity of a 

healthy democracy. Any disruption to the aforementioned criteria counts as interference on 

democratic elections and should be avoided given one's wishes to maintain a well-

functioning democracy. Foreign intervention and non-governmental interference are very 

similar, as the goals of disrupting the elections are similar. Vote buying diminishes the 

integrity of a democracy because it is dependent on the amount of money one has, which 

already sets the candidates unequal. Voter turnout depends on many factors, of which one is 

the education and information one receives in order to make a decision on who to vote for. 

A voter’s decision can be heavily influenced by spreading disinformation, which can be done 

by those who wish to discourage people from voting for a certain candidate. Therefore, 

social media brings a lot of new challenges, where anyone can place a statement online 



 
 

 

 
7 

entailing anything they wish, despite the information not being accurate. There have been 

attempts by various social media to go against disinformation by informing readers that the 

information they are reading may potentially be false or taking down blatantly false posts, 

however, it still happens quite often. Other more severe forms of interference such as 

intimidation, manipulation and violence by groups harm the freedom that others possess, 

and parts of the human rights people are entitled to enjoy. Not only does this influence 

voter turnout, threats and violence towards election workers impact the quality of the 

proceedings. Intimidation and violence towards election workers result in fewer election 

workers being available during elections, which reduces the administration of proper 

electoral rules. Governments usually hire younger, less experienced election workers to 

replace those who are unable to attend due to these threats. These less experienced 

election workers are more prone to making mistakes than their more experienced 

counterparts. Big companies, influencers, celebrities, etc. who have a certain stance on 

something are able to polarise large parts of the crowd. Lastly, foreign governments may 

attempt to influence elections through proxies, rather than through the government itself. 

This can be done for various reasons, such as declaring that they had nothing to do with the 

interference. 

 

 

 

The Digital Age 

There are two main concerns with the digital age when it comes to election interference, 

social media and cyberattacks. Social media concerns disinformation, online harassment, 

pressure and attacks. Cyberattacks concern primarily the altering and manipulation of online 

voting and procedures. Social media increases distrust in governments and other citizens 

polarises citizens and plays a large part in the spread of disinformation. The more distrust 

there is, the more sensitive a crowd is to disinformation. Besides that, hate speech and 

symbols and other forms of harassment, intimidation and attacks are not always properly 

maintained on social media platforms, some platforms even allowing it on the basis of 

freedom of speech. Influencing voter turnout is much easier on social media platforms, as 

every demographic can be reached through social media if the right thing gets uploaded. 
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This is not always necessarily a bad thing, but once chosen to target certain demographic 

groups to exploit their vulnerability to, for example, disinformation or external influence, it 

can become an issue. Cyberattacks are an issue that is getting more and more prevalent by 

the day. The altering of online votes through hacking by individuals and groups can have 

serious consequences for the results of an election. Lack of cybersecurity and knowledge of 

cyberattacks can lead to cyberattacks that are difficult to spot or trace back. Cyberattacks 

are not limited to governments that use digital voting, as all sensitive information regarding 

elections is usually stored online as well. Any misuse of this information would count as a 

cyberattack as well. Certain information could be used against election candidates via 

blackmail or taken out of context and placed on social media or sent to the press. The 

spreading of disinformation could be considered a cyberattack as well, as it can be done in a 

very systematic way to undermine the credibility of certain groups, organisations or 

governments. As previously mentioned in the introduction, disinformation campaigns are an 

easy and effective way of influencing elections and votes. China has interfered digitally with 

the USA elections in both 2020 and 2022 through the use of fake social media accounts and 

spread of disinformation. There are reports that Russia also has participated in 

disinformation campaigns in the past, such as with the 2020 elections in the USA to 

undermine Joe Biden.  
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Figure 1: A graph by Freedom House on which areas in the world are affected by digital election interference, 

freedom.org 

 

Non-governmental organisations 

It is speculated that non-governmental organisations are gaining more power each day and 

are gaining significant influence on political matters. Whether this influences elections and 

whether or not NGOs actively interfere with them is unknown, however, it is known that 

NGOs are taking a more active role in decision-making regarding new legislation and working 

closely with governments. The International Foundation for Electoral Systems is seen as an 

important NGO when it comes to elections. Despite there being no objective data on direct 

NGO interference with elections, big NGOs such as the IFES are capable of interfering with 

elections to a large extent, especially as an organisation which is generally recognised as 

altruistic and trustworthy in these matters. It is also unclear whether or not NGO 
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interference is necessarily worse for democracies, as there is no doubt that many NGOs have 

done better for developing countries in need. 

 

 

Timeline of Key Events  

 

Date     Event 

1987     The founding of the IFES. 

2016     The US presidential election in which Trump won. 

2020     The US presidential election in which Joe Biden won. 

1st of February 2020      Brexit. 

6th january 2021   The Capitol attack. 

 

Major Parties Involved 

 

The Russian Federation (Russia) 

 The Russian Federation is known to have meddled with elections for various other 

countries in the past. The most well-known cases are the 2016 and 2020 elections from the 

USA. According to an investigation done by special counsel Robert Mueller, the Russians 

have attempted to interfere with the American elections by means such as spreading 

disinformation systematically, and thus the Americans are accusing the Russians of 

cyberattacking. The Russians have not only been accused of interfering with the USA 

elections but also in countries such as the Netherlands, Austria and influencing events such 

as Brexit. According to Elaine Kamarck from the Brookings Institution, the goal of the Russian 

Federation is not to necessarily gain a favourable outcome from interfering with elections 

but to decrease the faith people have in the system of democracy itself.  

 

The United States of America (USA) 

 The USA presidential elections are world-famous and followed by many people 

around the globe. This is partially due to the competitiveness and controversiality of the 

elections, but also because the result of the election determines the future of the USA, and 
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the USA is considered to hold much power in the world. Thus the result of the elections 

influences large parts of the world as well. This could be a reason why many entities are 

interested in interfering with the presidential elections. The USA has accused Russia, China 

and Iran of interfering with the elections in the past. However, according to the ICA’s report 

on foreign threats to the 2020 elections. 

 

The People’s Republic of China (China) 

 China does not possess a democratic system, but rather an authoritarian system, 

where only one party holds the power and there are no national elections. China is known as 

a world power and, similar to Russia, has been accused of election meddling often in the 

past. It is said China was involved with various USA elections, but also elections from 

neighbouring countries. 

 

The International Foundation For Electoral Systems (IFES) 

IFES is an international NPO and NGO that stands for supporting and maintaining 

democracies all over the world. The organisation was founded in 1987. The organisation 

offers assistance to new democracies or forming democracies.   

 

 

 

Possible Solutions 

 

According to the Kofi Annan Commission on Elections and Democracy in the Digital Age, 

building an election vulnerability index would help gauge which elections lack stability and 

integrity in order to provide further, more specialised assistance. They also advocate for 

better national partnerships to lower the chances of interference from foreign entities and 

educate states on cybersecurity and coding. These are all very good examples of how to 

tackle the problem at the root of the problem, rather than treating the symptoms. Keep in 

mind how voter turnout is calculated and how people wishing to influence voter turnout will 

target those factors. Factors such as education and information will be targeted by 

disinformation, factors such as competitiveness between candidates will be targeted using 
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social media and lots of editing to create tension and excitement for citizens. Attempt to 

crawl into the minds of those wishing to interfere with elections, both their goals and their 

methods. Remember that malicious intent is not always straightforward, interference is not 

only to undermine one politician or group, or to promote another. There are many reasons 

why someone would choose to meddle with the crucial part of a democracy. As stated 

earlier, it is speculated that Russia meddles simply to undermine the trust in democracy as a 

whole. By understanding the goal it becomes easier to tackle the issue at hand. Lastly, 

adding a bunch of legislation for social media campaigning and advertising will certainly help 

the issue. It is known that disinformation campaigns are quite effective. Both preventive 

measures and a plan as a reaction to these cyberattacks are necessary, however, preventive 

measures are always preferred, as it is crucial that cyberattacks are limited and controlled as 

it is relatively difficult to reverse the effects of cyberattacks.  
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